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XTRACTIS

The Reasoning Al for Trusted Decisions — by design

Why XTRACTIS Is Revolutionizing
Defense & Security

8 Documented Use Cases | Defense, Cyber & Security | May 2026 V1.3

This document presents the XTRACTIS use cases published to date by IDAGRAI LABS in the fields of
defense, cybersecurity, and homeland security, preceded by an analysis of what makes this technology
unique and the revolution it brings to organizations operating in critical-risk environments.

Each use case describes the application context, what XTRACTIS discovered, and how the result
surpasses all conventional Al approaches.

I. What Makes XTRACTIS Unique — What No Other Al Does

In an Al market saturated with large language models (LLMs), XTRACTIS occupies a radically distinct
position. Founded on the theory of Fuzzy Relations of order N, developed by Prof. Zyed Zalila in 1993, it
represents more than 270 scientific person-years of R&D in fuzzy mathematics and automated
reasoning. It is not a variant of existing open-source tools, it is an entirely different cognitive
architecture.

1.1. Intelligibility vs Explainability — a Fundamental Distinction

All high-performance Al systems on the market (neural networks, boosted trees, random forests)
produce opaque non-linear models: their decisions can only be approximately justified after the fact
using techniques such as LIME or SHAP. These approaches provide a local, linear explanation of a
decision made by the opaque model but can never reveal the model's internal logic. These explanations
are often incorrect: they differ from the decision actually made by the opaque model.

XTRACTIS does exactly the opposite: its non-linear models are natively intelligible. They consist of a

finite number of IF..THEN rules based on continuous (non-binary) logic, which fully expose their
decision-making reasoning for the infinite range of possible cases, not just for a particular instance.

An intelligible model is necessarily explainable. The opposite is not true. XTRACTIS produces
transparent decisions by construction, not by approximation.
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1.2. Five Pillars that Define its Uniqueness

Pillar

What XTRACTIS Does

Extends the 3 modes of human reasoning:

XTRACTIS"

What Other Als Do

Only produce predictions, without structured

Reasoning Al Induction (REVEAL), Deduction (PREDICT), reasonin

Abduction (OPTIMIZE). 9
Intelliibilit IF..THEN rules known BEFORE any decision; | Partial post-hoc explainability (LIME/SHAP),
ex-antge Y fully auditable and certifiable prior to without knowledge of the complete decision

deployment.

logic.

Formal Stability

Any input variation produces a graduated
and bounded output variation;
mathematically proven.

No formal stability guarantee: models can be
unstable.

Data Frugality

Performs equally well on small and large
datasets, without imputation of missing
values.

Deep Learning requires massive data volumes
to perform, and requires missing value
imputation.

Sovereignty &
Compliance

100% French, ITAR-free, independent of open-
source Al licenses, GPU-independent, EU Al
Act compliant.

Dependencies on open-source Al codes
(PyTorch, TensorFlow) and GPUs, subject to the
US CLOUD Act and PATRIOT Act.

1.3. A Beginning of Global Recognition

DARPA (Defense Advanced Research Projects Agency, USA) is in the process of qualifying
XTRACTIS after failing to develop an equivalent Al under its XAl, Al Next, and Al Forward programs,
which mobilized over 1,000 scientists and more than $2.5 billion over more than 9 years.

Clients’ references: ATOS/Eviden/Bull, Thales/Thales Alenia Space, Naval Group, Orano/Areva,
Technip, Stellantis/PSA, Renault, Arkema, Essity (Lotus, Okay, Moltonel, Nana, Demak’up, Peau
douce, Tena, Tork, Radiante...), Mars Food, Mars Petcare, Crédit Logement, Crédit Foncier de France
(BPCE)...

US Institutional recognition: Evaluated very positively by DARPA, NSIN, ODNI & US AIRLAB.
Tier-1 Scientific publication: Applied research results on porosity diagnostics of hydrogen

reservoirs in composite materials, published in NATURE SCIENTIFIC REPORTS, the 3 most cited
Tier-1 journal in the world.
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Il. The Major Problems XTRACTIS Solves

Defense, cybersecurity, and homeland security sectors face three major categories of problems that
conventional Al cannot resolve satisfactorily. XTRACTIS has been designed to address them structurally.

Problem #1 — The Black Box is Incompatible with Critical Decision Systems

An officer, analyst, or autonomous system commander using a neural network to detect an intrusion, identify
a mine, or profile a threat obtains a result... but without understanding why. This opacity is operationally
unacceptable: it generates no new knowledge, allows no expert validation, cannot be submitted for
regulatory certification, and creates liability without the possibility of traceability or reproducibility.

XTRACTIS REVEAL produces causal rules that are readable by an operator or auditor. This is not a
prediction: it is operational knowledge generated automatically from data. Once audited, this knowledge
can then be used to compute predictions at very high frequency (PREDICT) or to discover optimal
solutions satisfying a multi-objective request under flexible constraints (OPTIMIZE).

Problem #2 — Multivariate Complexity Exceeds Human Cognitive Capacity

The human brain can consciously process at most around ten variables simultaneously. Yet analyzing
321 communication metadata, 122 network connection attributes, or 60 acoustic parameters to detect
a threat in real time is beyond human capacity.

XTRACTIS acts as an exobrain: its REVEAL robots automatically explore the entire modeling space,
identify the few genuinely significant variables, and reveal their nonlinear interactions in the form of
comprehensible rules.

From 321 potential predictors derived from communication metadata, XTRACTIS retained just 24
sufficient variables to identify criminal profiles and their action phases, with performance far surpassing
all other tested algorithms, including human intelligence experts!

Problem #3 — Transparency is Mandatory for High-Risk Applications

The European Al Regulation (EU Al Act, February 2025) classifies surveillance, autonomous control, and
security systems as high-risk systems. Providers and users of these systems are legally responsible for
their decisions. An opaque model can be neither audited, nor certified, nor legally defensible.

XTRACTIS is the only Al in the world that complies by construction with the Al Act requirements for
critical applications. Its transparent models are auditable, certifiable, verifiable, and reproducible,
without additional effort, because transparency is native, not added as an afterthought.

Even though defense systems are not subject to the Al Act, it appears ethically irresponsible to use
opaque models to automatically identify targets and carry out strikes. The wars in the Middle East are
a troubling example: massive numbers of collateral victims, civilians imprisoned without trial and
without any clear understanding of why the neural network had suggested preventive arrest.

XTRACTIS is not just complying with the Al Act: it already defines its state of the art, with intelligibility
requirements that exceed what the regulation mandates.

XTRACTIS thus enables the design of high-risk decision systems for ethical, responsible use and
enlightened governance.
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lll. The Revolution XTRACTIS Brings

3.1. Intelligible Model vs Opaque Model

Classical nonlinear Als produce opaque predictive models; whereas XTRACTIS produces transparent,
knowledge-based predictive models: the IF..THEN rules with continuous logic that it generates are
mathematical causal relationships between variables (not simple statistical linear correlations), which
operators, analysts, and engineers can read, validate, enrich, and submit for certification. Every
XTRACTIS project is a full-fledged operational knowledge discovery exercise.

3.2. An Embeddable System at Very High Frequency

XTRACTIS PREDICT delivers up to 7.6 million decisions per second on an 8--core Intel i7 CPU at 2.5 GHz.
This full-CPU architecture enables deployment in constrained environments: embedded systems,
autonomous vehicles, drones, submarines, decision systems in battlefield conditions. This also
represents an 85% saving on server infrastructure costs compared to GPU-based Al.

3.3. An Army of Virtual Scientific Assistants, Available 24/7

XTRACTIS is a collective Al that operates without human supervision, in competitive then cooperative
mode: its REVEAL (resp. OPTIMIZE) robots continuously refine their induction (resp. abduction)
strategies, 24/7. An analysis team can launch an exploration on Friday evening and discover the key
rules of a complex process or phenomenon by Monday morning; a task that would have taken months
or years for a human team.

3.4. Energy Efficiency and Data Sovereignty

XTRACTIS runs exclusively on standard CPUs (no GPU), consuming thousands of times less energy
than LLMs for training, and millions of times less for computing predictions. Data never leaves the
client's infrastructure (private PaaS hosted in Europe, or directly on-premises). The intellectual property
of the induced models belongs entirely to the licensee.

3.5. A Lasting Competitive and Strategic Advantage

Each XTRACTIS model becomes a proprietary strategic asset: the discovered rules constitute
knowledge that can be filed, certified, and monetized. For a defense or security organization, an
XTRACTIS model that identifies 24 sufficient variables to profile an imminent threat from 321 metadata
items constitutes an operationally and legally defensible asset.

May 2026 v1.3 © Z. ZALILA & IDAGRAI LABS. 2002-2026. All rights reserved. 4/9



= idagrai )

LABS

XTRACTIS"

IV. The 8 documented use cases — Defense & Security

All use cases below are published on xtractis.ai with their complete benchmarks against Logistic Regression, Random
Forest, Boosted Tree, and Neural Network. PDF documents are available for download.

4.1. Cybersecurity

UC 06 — Cyber Intrusion Detection by Log Analysis (DARPA)

CYBERSECURITY - NETWORKS

Where is XTRACTIS Applied?
On network connection logs: 41 potential predictors, derived from intelligible log preprocessing. The
dataset is from the official DARPA/KDD Cup challenge.

What XTRACTIS Discovered and Achieved

A system of 25 gradual rules without chaining, combining 26 automatically selected predictors, to detect
intrusions in real time (5.6 predictors per rule, on average). Each decision is explainable to the analyst.
Directly deployable in any intrusion detection system (IDS/IPS) on standard CPU.

» Very good predictive performance on unknown test cases (Fi-Score = 92.05%). Surpasses human
performance. Causal rules readable by the security analyst; something no neural network,
boosted tree, or random forest can offer.

UC 09 — Cyber Intrusion Detection & Identification by Log Analysis (DARPA)

CYBERSECURITY - NETWORKS

Where is XTRACTIS Applied?
On network connection logs: 41 potential predictors, derived from intelligible log preprocessing. The
dataset is from the official DARPA/KDD Cup challenge.

What XTRACTIS Discovered and Achieved

A system of 36 gradual rules without chaining, combining 27 automatically selected predictors (2.8
predictors per rule, on average), to detect and identify the intrusion type (Normal, DoS, Probe, U2R, R2L).
Each decision is explained by the activated rules. Benchmark: on exactly the same data partitions,
Boosted Trees require 5 chains of 325 trees each, totaling 16,982 binary rules.

» Very good predictive performance on unknown test cases (Average F,-Score = 92.72%). Surpasses

human performance. Real-time identification of attack types, with a fully readable and certifiable
model for the SOC operator.

4.2. Maritime Surveillance. Detection and Neutralization of Underwater Threats

UC 07 — Acoustic Detection of Underwater Mines

NAVY - MINE CLEARANCE

Where is XTRACTIS Applied?
On sonar echoes returned by underwater mines and rocks (energy across multiple frequency bands):
60 acoustic parameters, derived from intelligible sonar signal preprocessing.

What XTRACTIS Discovered and Achieved
A system of 9 gradual rules without chaining, combining 12 automatically selected predictors (3.4
predictors per rule, on average), to instantly determine whether a return is from a mine or rocky seabed.
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Embeddable on vessels, submarines, naval drones, underwater drones. The identified acoustic rules
constitute operational knowledge directly integrable into detection systems.

» Very good predictive performance on unknown test cases (Matthews Correlation = 88.1%).
Surpasses human performance. Frugal model, embeddable on standard CPU standard, directly
deployable on naval or submarine drones, and mine-clearing barges.

UC 29 — Identification of Underwater Sounds (Virtual Golden Ear)

NAVY - ACOUSTIC SURVEILLANCE - INTELLIGENCE

Where is XTRACTIS Applied?

On the characteristics of underwater acoustic signals from various sources (engines, propellers, marine
life, seabed): 26 acoustic parameters, derived from intelligible acoustic signal preprocessing. The
dataset was provided by ATOS/BULL/EVIDEN.

What XTRACTIS Discovered and Achieved

A system of 18 gradual rules without chaining, combining 9 automatically selected predictors (2.6 predictors
per rule, on average), to rationally classify in real time each sound source into one of 5 categories (sea noise,
click, propulsion, unclassified, vocalization). Each decision is justified by the gradually triggered rules. This
system received commendations from the CIRA (Centre for Acoustic Identification and Recognition) jury of
the French Navy, during the presentation of results in July 2024. Its complete version, designed from CIRA's
confidential data, could also be used for training future Golden Ears.

» Very good predictive performance on unknown test cases (Average Fi-Score = 93.71%). Surpasses
human performance. Recognized by the French Navy in 2024. The identified acoustic rules
constitute a knowledge asset directly exploitable by sonar analysts, as well as for reliable 24/7
automatic surveillance, without fatigue or emotion.

4.3. Detection and Neutralization of Land Threats

UC 16 — Passive Magnetic Detection & Identification of Land Mines

MINE CLEARANCE - MILITARY ENGINEERING

Where is XTRACTIS Applied?
On passive magnetic measurements (detection coil): only 3 parameters.

What XTRACTIS Discovered and Achieved

A system of 29 gradual rules without chaining, combining all 3 predictors (2.5 predictors per rule, on
average), to detect and identify the type of land mine (non-mine, anti-personnel, anti-tank), without
contact, without an active source. Embeddable on drones or mine-clearing robots, deployable in real
time on a small CPU.

» Very good predictive performance on unknown test cases (Average F,-Score = 90.19%). Surpasses

human performance. A frugal model that can be directly integrated into autonomous mine-
clearing drones or into military engineering decision-making systems.
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4.4. Surveillance and Intelligence

UC 10 — Detection & Identification of Drone (UAV) Intrusions by Wi-Fi Analysis

SURVEILLANCE - DRONES - PERIMETER SECURITY

Where is XTRACTIS Applied?
On Wi-Fi traffic data captured in a civilian or military environment: 54 parameters derived from intelligible
Wi-Fi signal preprocessing.

What XTRACTIS Discovered and Achieved

A parsimonious system of 4 rules without chaining, combining only 5 predictors (2.0 predictors per rule,
on average), to detect and identify the drone type (non-drone, DJI Spark, DBPower UDI, Parrot Bebop).
Real-time classification, with justified and auditable decisions. Deployable on any fixed or embedded
perimeter detection system.

» Perfect predictive performance on unknown test cases (Average F;-Score = 100.00%). Surpasses
human performance. An extremely frugal system deployable in real time on lightweight
infrastructure, without GPU, for the protection of sensitive sites (bases, airports, power plants,
industrial sites).

UC 11 — Temporal Detection & Identification of Criminal Profiles and Action Phases from

Intercepted Communication Metadata

INTELLIGENCE - HOMELAND SECURITY - PROFILING

Where is XTRACTIS Applied?
On communication metadata from surveillance investigations (without access to call content): 321
temporal behavioral parameters, derived from intelligible time-series preprocessing.

What XTRACTIS Discovered and Achieved

A system of 12 rules without chaining, using 24 automatically selected predictors (6.3 predictors per
rule, on average), to detect and identify terrorist profiles (Banal, Support, Execution, Leader) as well as
their action phases (Initialization, Gathering, Planning, Execution), without violating the confidentiality
of communication content. Benchmark: on exactly the same data partitions, Boosted Trees require 10
chains of 309 trees, totaling 49,797 binary rules, for performance equivalent to the XTRACTIS model.

» Good predictive performance on unknown test cases (Average F,-Score =87.23%). Exceeds human
performance. XTRACTIS reduces 321 metadata to 24 key variables to detect and identify in real
time the profile and action phase of terrorists, through a deterministic, auditable model that is
defensible before any judicial or oversight authority (predictive justice).

4.5. Public Safety

UC 23 — Crime Prediction (Theft) in American Cities

PUBLIC SAFETY - CRIMINAL ANALYSIS - PREVENTION

Where is XTRACTIS Applied?
On socioeconomic and demographic data characterizing American cities: 102 sociodemographic and
crime variables.

What XTRACTIS Discovered and Achieved
A system of 18 gradual rules without chaining, combining 14 automatically selected predictors (2.3
predictors per rule, on average), to predict the annual number of thefts committed per 100,000
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inhabitants of a given city. The discovered rules enable public decision-makers to understand and act
on the true drivers of urban crime.

» Good predictive performance on unknown test cases (RMSE =

5.85%). Exceeds hum

an

performance. The causal rules produced are directly exploitable by elected officials, law
enforcement, and urban planners to optimize public safety resources and target prevention
policies.

V. Summary — The 8 use cases at a glance

uco6

uco9

uco7

uc29

uc1e

uc10

uUc11

uc23

Application

Cyber Intrusion Detection
(DARPA) — logs

Cyber Intrusion Detection &
Type Identification (DARPA) —
logs

Underwater Mine Detection —
sonar

Underwater Sound
Identification (Golden Ear)

Detection & Identification of
Land Mines

Detection & Identification of
Flying Drone Intrusions — Wi-Fi

Detection & Identification of
Criminal Profiles and Action
Phases — intercepted
communication metadata

Urban Crime Prediction
(thefts) — sociodemographic
and crime data

Input Data

41 param. — 26 retained

41 param. — 27 retained

60 param. — 12 retained

26 param. — 9 retained

3 param. — 3 retained

54 param. — 5 retained

321 param. — 24
retained

102 param. — 14
retained

XTRACTIS Result

25 rules - real-time intrusion detection - very good
performance: surpasses human performance.

36 rules - intrusion detection and 4 attack types
identified in real time - very good performance:
surpasses human performance.

9 rules - embeddable on naval or submarine drones

without GPU - excellent performance: surpasses
human performance.

18 rules - recognized by French Navy 2024 - very
good performance: surpasses human
performance.

29 rules - frugal model integrable on mine-clearing
robot - very good performance: surpasses human
performance.

4 rules - extremely frugal model deployable on
lightweight perimeter systems - perfect
performance: surpasses human performance.

12 rules - 10 profiles/action phases to identify -
good performance: exceeds human performance -
auditable and certifiable: defensible before judicial
authority.

18 rules - causal rules exploitable to optimize
public safety policy - good performance: exceeds
human performance.
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VI. Benchmarks: INTELLIGIBILITY x PERFORMANCE scores

Aggregated results from 8 use cases (UCs) in the Defense, Cyber & Security sector and 27 UCs across different

sectors, comparing XTRACTIS to neural networks, boosted trees, and random forests, on exactly the same data
partitions, based on two criteria: performance —or robustness (the model's ability to provide accurate
predictions for unknown cases)— and intelligibility (the model's ability to be understood by a professional or

domain expert).
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The Chart
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Calculation of scores is explained in detail in the published
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Key Takeaways

UCs (Appendix 1).
- X-axis: Intelligibility Score (1S)

From 0 (opaque) to 5 (fully transparent).

/M Y-axis: Performance Score (PS)

Compared to the best model of the UC (highest score).
Negative = difference between the real performance
criteria of the best model obtained by the Al in question
and the best model across all Als.

Bubble Size
Identical for all — contains no additional information.

' Target Zone: top right (1S=5.00 ; PS=0.00)

The Holy Grail of decisional & scientific Al:
Highest Performance AND Highest Intelligibility.

0.00_ Two Scores per Bubble

Top=1S
Value from 0to 5

Bottom = PS
Aperf. vs best model of the UC 4.22
0.00 = best performance .
-P = P percentage points of perfor@a@3 behind

The XTRACTIS reasoning Al consistently ranks in the top-right quadrant of the chart: in terms of intelligibility, it
leads the best competitor by 2.68 points (first every time), while in terms of performance, it ranks first 23 times

and second 4 times:

Intelligibility — Rankings (27 UCs)
'|st 2nd 3rd 4th

W XTS 27 0 0 0 W XTS
% RFo 0 27 0 0 % BT

¥ BT 0 15 12 0 ¥ NN
4. NN 0 15 9 3 4. RFo

Contact: marie.monnier@xtractis.ai - +336 7381 04 61
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